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How to Encrypt Files

As part of the registration process or after registration, some Home Clinics will submit Primary Care Data
Extract (PCDE) files to Manitoba Health on a CD or USB. PCDE files contain Personal Health Information
(PHI), and the Personal Health Information Act (PHIA), requires that the data be secured before submission.
This document provides instructions for encrypting files.

Minimum Technical Requirements
To encrypt files, Home Clinics must use a computer that meets the following requirements.

Software Hardware

7-Zip 16.02 (2016-05-21) for Windows or * Kingston DataTraveler
greater. The installer for both 32-bit and 64-bit Vault 3.0 USB Drive
Windows can be found at: http://www.7- or;

zip.org/download.html

e CD Drive
If you are unsure which version of 7-Zip to
install, please contact your IT Support to
confirm.

Step 1: Locate files to be encrypted
Use Windows File Explorer to find the folder location that contains the PCDE files requiring encryption.

In the example below, all files are located at C:\Paperwork

[ by .-
¢ I ) |
Organze v Includeinlibrary v Sharewith v Bumn  New folder Zv [ ®
% Favorites Name Date moddied Type Cize
BB Desktop || Datal 20160714 313PM  CSV File K
& Downloads .| Data2 2016-07-14 313PM €SV File 1K8
;.‘ Recent Places L Data3 20160714 313PM SV File 148
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Step 2: Select the files to encrypt

Select each of the Primary Care Data Extract files you want to transmit to Manitoba Health.
e Select all files to encrypt

e Right click on the selected files Tip
e Select 7-Zip from the menu To select more than one file, hold down

. the Ctrl key and click on all the files you
* Select Add to archive would like to encrypt. Release the Ctrl

key once you are finished selecting

These steps are illustrated below

files.
[E=SE=EE=
) OSDink (C) » Paperwor 5
E-mail Burn New folder = = [
MName : Date modified Type Size
|| Datal 2016-07-14 3:13 PM  CSV File 1KB
|| Data2 2016-07-14 3:13 PM  CSV File 1KB
=] Datr= 2016-07-14 3:13 PM SV File 1KB
Open
Edit
|7-zip I Extract files...
CRC SHA 3 Extract Here
Scan with OfficeScan Client EmEiE
Test archive
@ SafeGuard PrivateCrypto 4 Add to archive..
i WinZip L4 Compress and email...
Send to N Add to "Paperwork.dz"
- Compress to "Paperwork.7z" and email
=13 Add to "Paperwork.zip”
Lopy Compress to "Paperwork.zip” and email
Create shortcut
Delete
Rename
Properties
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Step 3: Configure self-extracting Zip file

Once you have selected the Add to Archive option, a pop up window will appear. At the top of the window
there is a section labelled Archive. This is where you define where the encrypted files will be stored and the
file name.

e Click on the eclipses button (_|) that is to the right of the text box. This will allow you to use
Windows Explorer to select the desired storage location.

Add to Archive o
A C:\Paperwork\.

Paperwork exe v E]

Archive format: [71 v] Update mode: Add and replace files v]

e Check the box next to Create SFX archive

Add to Archive a g

Achive: C:\Paperwork\

Paperwork exe v [Z]
Archive format: [72 v] Update mode: [Add and replace files v]
Compression level: [Normal v] Path mode: [Relative pathnames v ]
Compression method: [LZMAZ v] Options

|¥] Create SFX archive
Dictionary size: 16 MB
o [ v] ["] Compress shared files

Word size: [32 '] ["] Delete files after compression
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Step 4: Encrypt the File:

When selecting a password, consider the following requirements:
e The password must be at least 8 characters long and contain each of the following:

o one lower case character (a-z)

o one upper case character (A-Z)

o one number character (0-9)

e Select AES 256 as the Encryption Method
Note: file(s) will be rejected if this format is not

selected

e Check the box next to Encrypt file names

Tip

The data will need to be
decrypted once it is received. If
necessary; note the password
somewhere secure so that you
can provide it to the data
recipient via emalil
(EMRInfo@gov.mb.ca).

e Click OK
Solid Block size: [2 GB
Encryption
Number of CPU threads: Enter password:
Memory usage for Compressing:
Reenter password:

Memory usage for Decompressing:

Split to volumes, bytes:

Parameters:

|| Show Password

Encryption method: AES-256 v
[¥] Encrypt file names
ok ||[ Camca | [ Heb
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e The resulting .exe file will appear in the destination folder you selected in Step 3 above

Orgeoge v Incideinlibrary v Sharewth v Bum  Newfolder v 3 0
[ Favortes e Date modiied Type Gre

M Oesiacp .| Datal 01607-14 J03PM  CSV File 1K

& Downloads L Detad NI607 14 303 PM TSV File | KE

. Recent Places Datad 0860714 303PM  CSV File L K8

B Paperwork @ 160718330 PM  Appication 167 K§

A Libranes

+ Documents

o Musk

e Pictures

Step 5: Test the Files:
Please ensure that the file produced works properly by:
e copying the file to a temporary location
e open the .exe file, select Extract and enter the password to extract all the file(s)
o If you were not asked to enter a password, recreate the file, ensuring that you provide
a password in Step 4

0% Extracting

Elapsed time: 00:00:01 Total size: 186 K
Remaining time: Speed:
Files: 0 Processed: 0
r 1 |
Compression ratio: Enter password [ 38 h
Enter password:

I~ Show password

oK | Cancel |

Background I Pause I Cancel
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Once you have entered your password and pressed OK, if there is a message indicating the file is corrupt and
cannot be extracted, or if the resulting files in the directory are not the files that you intended to encrypt and
send, then something has gone wrong, please go back to Step 3 and repeat the process.

Step 6a: Flash Drive Users:

e Insert the Kingston DataTraveler Vault into your computer’s USB port

e A new log in window will pop-up and ask for a password

e Select a password that is different from the password that you used to encrypt your data files
and type it into the Password text box of the DataTraveler Vault

e If you are using a new USB Flash Drive, please follow
the video instruction below: Tip

This password will be
required before any user
can access the data files. If

necessary; note the
Step 6b: Copy Files - Flash Drive Users: password somewhere

e Copy (drag and drop) the .exe files to the Flash Drive secure.
e Ejecting the USB:
o On the right bottom of your monitor, click the Kingston icon. There you will see an
option which allows you to Shut down DTVault Privacy. Click OK.
o Once the "DTVault Privacy can now be safely removed from the system” message is
presented, you can safely remove the USB flash drive.

https://www.youtube.com/watch?v=E8zyOLRAOIY

Step 7: Copy File(s) - CD Users:
e Put your CD drive in your desktop (or laptop) disc tray and copy the .exe files to the disc.
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