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1 Overview

1.1 Document Purpose

This document contains details for the assessment components which are required in order for
an EMR Product to be certified to the eHealth_hub - Client Registry Query Service Interface
Specification.

1.2 Related Documents

This document references the following companion documents:

Table 1: Related Documents

DOCUMENT

Manitoba EMR Certification - Baseline EMR Requirements Specification

eHealth hub - Client Reqistry Query Service Interface Specification

eHealth hub — Authentication Specification

eHealth_hub - Client Registry Query Service Interface Assessment Addendum

Upon application for EMR Certification to this specification, Vendors can email
EMR@sharedhealthmb.ca or contact their EMR Product Lead to request the additional
assessment addendum containing additional configuration and connectivity details necessary
for assessment.

2 EMR Product Assessment

The eHealth_hub - Client Registry Query Service Interface Specification defines the
requirements for integration between the EMR and the eHealth_hub - Client Registry Query
Service Interface (“CR Query Service”).

2.1 Preparing for Product Assessment

Vendors of Certified EMR Products are advised to thoroughly prepare to ensure that the
assessment goes smoothly and to ensure that it can be completed in the allocated time. Before
an assessment session, the Vendor of a Certified EMR Product must:

1. Complete the assertion component of certification by submitting Appendix A.

2. Review each scenario to ensure understanding. If questions arise, please contact your
designated Product Lead and they will provide any required clarification.

3. Complete the pre-requisites related to each assessment scenario.
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4. Conduct an end-to-end dry run to ensure that any identified issues can be remedied
prior to assessment, and to confirm the time required to complete the assessment. If
more time is required than initially allocated, please advise Shared Health at the earliest
opportunity.

Demonstration provided by vendors that does not align with Assessment Scenarios or
Assessment Addendum data may require re-testing to confirm that requirements are met.

Vendors are expected to keep in-session development to a minimum during assessment
sessions. Product Leads reserve the right to discontinue any assessment sessions based on
EMR Product and vendor resource readiness.

2.2 Addendum

A companion document to this Assessment Guide is the eHealth_hub - Client Registry Query
Service Interface Assessment Addendum (addendum) which must be requested. The
addendum will contain the necessary information to connect the Certification environment to
Shared Health enabling assessment. The following information will be contained in the
addendum:

e EMR ID and Clinic ID

e Testing Network URLs

o Certificates

e Pre-configured Connection Sample (SOAP Project file)
e Test clients and test providers

o Assessment scenarios contain references to clients and providers that will be
provided in the addendum
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ID — A unique identifier for the assessment scenario.

Description — A brief text description of the assessment being performed.

Precondition — Any setup that must be in place prior to the assessment being performed.

Script — The detailed steps needed to execute the assessment.

Expected Results — The detailed results to be demonstrated and that prove successful execution of the test.

Reqgmt Xref — A reference to one or more requirements from the specification.

2.4 Assessment Scenarios

CONNECTIVITY
ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
co1 EMR sends a CR EMR is authenticated 1. Inv_oke CR Query Service 1. Receives a response from CROO01
. : action. the CR Query Service. CR004
Query Service and authorized. : . .
2. EMR vendor presents where | 2. Configuration details are
request. ) : ;
configuration details for the presented.
CR Query Service exist.
Co2 EMR sends a CR EMR is authenticated 1. Set _c_ertlflcate to an invalid 1. Atte_mpts to accept invalid CROO1
Query Service and authorized. certificate. ' cgrtlflcate. CR004
2. Invoke CR Query Service 2. Displays error message or CROO05

request — Invalid
certificate.

action.
3. Access error details in the
EMR interface log.

CR Query Service
functionality is disabled.

3. Error details are displayed.
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF

Co3 EMR sends a CR EMR is authenticated Change EMR ID to a 1. Accepts EMR ID. CROO1
Query Service and authorized fictitious value. 2. Displays error message. CR004
requeyst _ valid ' Invoke CR Query Service 3. Error details are displayed. CRO005
EMR ID and invalid action. .

Clinic 1D Acces_s error details in the
' EMR interface log.

Co4 EMR sends a CR EMR ID is set to a Change Clinic ID to a 1. Accepts Clinic ID. CRO01
Query Service fictitious value fictitious value. 2. Displays error message. CR004
requeyst _Invalid ' Invoke CR Query Service 3. Error details are displayed. CRO005
EMR ID and invalid action. .

Clinic 1D Acces_s error details in the
' EMR interface log.

Co5 EMR sends a CR EMR ID and Clinic 1D Change Clinic ID to a valid 1. Accepts Clinic ID. CRO01
Query Service are set to fictitious ID. . 2. Displays error message. CR004
request — Invalid values. Inv_oke CR Query Service 3. Error details are displayed. CRO0O05
EMR ID and valid action. .

Clinic ID. Access error details in the
EMR interface log.

C06 Disable CR Query CR Query Service EMR . . L. Disablg_s_ CR Query Service | CRO06

Service capabilities. | capabilities are administrator/appropriate capabilities.
' enabled user disables CR Query 2. CR Query Service action is
' Service capabilities. not permitted.
Invoke a CR Query Service
action.

co7 EMR sends a CR EMR is authenticated Invoke CR Query Service 1. Displays error message and | CR005
Query Service and authorized action. provides the ability to CRO13
re ugst _ CR Quer ) Access other EMR continue existing EMR
Sgrvi ce is y eHealth_hub functionality. workflows.

suspends access to Access error details in the 2. Interface Log EMR error

unavailable.

the Provincial Client

EMR interface log.

details are displayed.
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
Registry.
, : 1. Invoke CR Query Service 1. Clinic 1 receives a response | CR001
co8 (%TjﬂeRr Sgg?\fifeCR E%Raftﬁg:gigncated action from Clinic 1. from the CR Query Service. | CR004
re ugst _ Multiole ' 2. Invoke CR Query Service 2. Clinic 2 receives a response
A IR 1 Two clinics are set up action from Clinic 2. from the CR Query Service.
clinics configured in in a single EMR
ie:s;ngle EMR instance with different
stance. Clinic IDs and the
same EMR ID.
INTERFACE
ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
S 1. Enter [CLIENT-01] 1. Client demographics are CRO07
01 fddPaHrllsw rcelfe?r:t demographics to the Add available. CRO008
GET P : New Client function. 2. CR Query Service function CRO009
* : tresut 2. Check for functionality to is available. CRO10
EXIStS invoke CR Query Service. 3. The following occurs: CRO0O15
3. Invoke CR Query Service e Sends a GET request CRO16

action.

4. Accept all CR record
demographics except Phone
Numbers.

e Presents differences
between returned CR
Query Service record
and the Test Client.
Returned attributes
include:

o  Multiple addresses
o  Multiple phone
numbers
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
o  Multiple names
4. CR record demographics
are saved in the EMR
(except Phone Number).
102 Place a client in 1. Place [CLIENT-02] in 1. CIie_nt demographics are CRO007
context: context. _ _ available. o CRO008
« PHIN present 2. _Check for functlonallty_to 2. CR Query S_erwce is CRO09
invoke CR Query Service. function available. CRO10
s GET result 3. Invoke CR Query Service 3. The following occurs: CRO15
exists and action. e Sends a GET request CRO16
contains UNK 4. Accept all CR record e Presents differences CRO020
gender demographics except Street between returned CR
Address. Query Service record
and the Test Client.
Differences include:
o Address
4. CR record demographics
are saved in the EMR (Local
Street Address is retained).
103 Place a client in 1. Place [CLIENT-03] in 1. Clie_nt demographics are CRO07
context: context. _ _ available. o CRO008
«  PHIN present 2. Check for functlonallty_to 2. CR Query S_erV|ce is CRO009
invoke CR Query Service. function available. CRO10
s GET result 3. Invoke CR Query Service 3. The following occurs: CRO15
exists and PHIN action. e Sends a GET request CRO16
:je|ftfuerrneen(2 IS 4. Accept all CR record e Presents differences CRO020

demographics except Street
Address.

between returned CR
Query Service record
and the Test Client.
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
Differences include:
o PHIN
4. CR record demographics
are saved in the EMR (Local
Street Address is retained).
104 Add a new client: 1. Enter [CLIE_NT-O4] 1. Clie_nt demographics are CRO12
e Use Other demogr_aphlcs to the Add a\{a!lable.
Health card New Client function. - 2. Mln_lmum FIND_resuIt
identifier 2. Invoke CR Query Service attributes are displayed and
action. results are sorted by
* PHIN not 3. Select arecord. confidence score.
present 4. Accept all CR record 3. Additional attributes are
* FIND result demographics except Last displayed and presents
exists Name. differences between
selected CR Query Service
record and the Test Client.
4. CR record demographics
are saved in the EMR.
105 Place a client in 1. Place [CLIENT-05] in 1. CIie_nt demographics are CRO07
context: context. _ available. _ CRO008
«  PHIN present 2. Invpke CR Query Service 2. The following occurs: CRO009
action. e Sends a GET request CRO10
e GET r.eSUIt does 3. Select arecord e Receives no result in CRO12
not exist 4. Accept all CR record GET response and CRO15
¢ FIND results demographics except Last sends a FIND request CRO16
exist Name. e Minimum FIND result CRO17

attributes are displayed

and results are sorted by

confidence score
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DESCRIPTION

PRECONDITION

SCRIPT

EXPECTED RESULTS

REQMT
XREF

3.

Additional attributes are
displayed and presents
differences between
selected CR Query Service
record and the Test Client.
Differences include:

e Address

e Administrative Sex

e Date of Birth

e Last Name

e Phone Number

CR record demographics
are saved in the EMR (Local
Last Name is retained).

106

Adding a new

client:

o PHIN present

e GET result does
not exist

e FIND results
exist

1. Enter [CLIENT-06]
demographics to the Add
New Client function.

2. Invoke CR Query Service
action.

3. Select arecord.

4. Accept all CR record
demographics.

Client demographics are
available.
The following occurs:
e Sends a GET request
e Receives no result in
GET response and
sends a FIND request
e Minimum FIND result
attributes are displayed
and results are sorted by
confidence score
Additional attributes are
displayed and presents
differences between
selected CR Query Service

CROO7
CRO008
CRO009
CRO10
CRO12
CRO15
CRO16
CRO17
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
record and the Test Client.
All CR record demographics
are saved in the EMR.
S 1. Enter [CLIENT-07] Client demographics are CRO007
107 fddPaHTlslV\;/)rCe“se;r::[ demographics to the Add available. CRO008
New Client function. The following occurs: CRO009
* GET result does 2. Invoke CR Query Service e Sends a GET request CRO10
not exist ion. i i CRO12
e FIND results do action e Receives no result in
not exist GET response and CRO15
sends a FIND request CRO16
e Displays an error CRO17
message that no results
were found and presents
a refine option with pre-
populated elements
S 1. Enter [CLIENT-08] Client demographics are CRO11
108 fddPaHTsvxr/]gFent. demographics to the Add available. CRO12
New Client function. Presents improper search CRO16
present 2. Invoke CR Query Service warning and presents refine | CR0O17

e Allowable
search criteria
not met

e Refine Search

action.

3. Refine Search by adding a
Date of Birth.

4. Select a record.

5. Accept all CR record
demographics except First
Name.

option with pre-populated
elements.

Sends a FIND request and
displays FIND results.
Additional attributes are
displayed and presents
differences between
selected CR Query Service
record and the Test Client.
CR record demographics
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
are saved in the EMR (Local
First Name is retained).
109 Add a new client — 1. Enter [CLIE_NT-09] Clle_nt demographics are CRO14
demographics to the Add available.
FIND results : . . )
New Client function. The following occurs:
suppressed due to 2. Invoke CR Query Service Sends a FIND t
CR Query Service " action y * >éndsa reques
max limit exceeded. : * Displays an error
message that response
exceeds the max limit
and the results have
been suppressed
e Presents an option to
refine with pre-populated
elements
110 Validate the ability 1. Validate the ability to refine Refine CR query is available | CR011

to refine a CR
Query.

a CR Query is available in

the following areas:

e Presented list from a
FIND response

e Presented differences
from a GET response or
a selected record
contained in a FIND
response

e Presented with an error
from either: improper
search criteria, max limit
or no records found

with pre-populated elements
and the ability to clear pre-

populated fields.
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
111 Place a client in 1. Place [CLIENT-10] in 1. Clie_nt demographics are CRO018
context: context. _ available.
e PHIN present 2. Invpke CR Query Service 2. The following occurs:
e GET result action. e Sendsa G!ET request
exists e Presents differences
e Death Indicator between ret_urned CR
Present Query Service r_ecord
and the Test Client
e Displays a deceased
notification
112 Place a client in 1. Place [CLIENT-11] in 1. Clie_nt demographics are CRO18
context: context. _ available. _
e PHIN present 2. Inv_oke CR Query Service 2. The following occurs:
e GET result action. * Sends a GET request
exists e Presents differences
e Invalid between ret_urned CR
Coverage Query Service r_ecord
Indicator ar_1d the Test_ Chelnt
Present e Displays an invalid
coverage notification
113 Place a client in 1. Place [CLIENT-12] in 1. Client demographics are CRO018

context:

o PHIN present

e GET result
exists Death
and Invalid
Coverage
Indicators
Present

context.
2. Invoke CR Query Service
action.

available.
2. The following occurs:

e Sends a GET request

o Presents differences
between returned CR
Query Service record
and the Test Client

¢ Displays a deceased

eHealth_hub - Client Registry Query Service Interface Assessment Guide | v1.2

Page 13 of 19




Shared health

Soinscommuns
Manitoba
ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
and an invalid coverage
notification.
114 Place a client in 1. Place [CLIENT-13] in CIie_nt demographics are CRO18
context: context. _ available. _
«  PHIN present 2. Inv_oke CR Query Service The following occurs:
e GET result does action. * Send; a GET request
ot exist 3. Select a record. e Receives no result in
e FIND result GET response and
exists se_n.ds a FIND request
« Death Indicator . Mln_lmum FIND_resuIt
Present attributes are displayed
and results are sorted by
confidence score
Displays a deceased
notification.
115 Add a new client: 1. Enter [CLIENT-14] Client demographics are CRO18

¢ PHIN not
present

e FIND result
exists

e [nvalid
Coverage
Indicator
Present

demographics to the Add
New Client function.

2. Invoke CR Query Service
action.

3. Select arecord.

available.

The following occurs:

e Sends a FIND request

e Minimum FIND result
attributes are displayed
and results are sorted by
confidence score

Displays an invalid coverage

notification.
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
116 Add a new client: 1. Enter [CLIENT-15] 1. Client demographics are CRO18
e PHIN not demographics to the Add available.
resent New Client function. 2. The following occurs:
P 2. Invoke CR Query Service e Sends a FIND request
e FIND result ) =n
exists action. e Minimum FIND result
e Death and 3. Select arecord. attributes are displayed
Invalid and results are sorted by
Coverage confidence score
Indicatogrs 3. Displays a deceased and an
invalid coverage notification.
Present
117 Validate allowable 1. Validate all minimum 1. The following occurs: CRO0O12

minimum search
combinations.

allowable search
combinations can be
submitted from the following
EMR functions:
e Add a new client
e Place a pre-existing
client in context
o Refine CR Query
Note: Searches that include a
PHIN must be tested through a
Refine CR Query function.

e Sends a CR Query
Service request

o Receives a CR Query
Response
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ID DESCRIPTION PRECONDITION SCRIPT EXPECTED RESULTS REQMT
XREF
118 Validate CR Query 1. Valida_lte t_he following search | 1. Presgnts improper search CRO12
Service searches combinations: warning _and presents refine
will not be e First Name and Gender option with pre-populated
submitted that are * Gender and Street elements.
not one of the Address
allowable minimum e Last Name and Date of
search _ Birth _
combinations. will not be submitted from
the following EMR functions:
e Adding a new client
e Placing a pre-existing
client in context
o Refine CR Query
119 Validate Cancel CR 1. Validate the ability to cancel | 1. Exits CR Query process. CRO19

Query ability.

a CR Search from the
following areas:

e Submitting a query

e Display results

o Differences presented
e Refine CR Query
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3 Appendix A: Assertions

Vendors of Certified Products are required to provide their self-assessment against
requirements that have an assessment type of “Assertion”. Follow the instructions below to
complete the assertion component of this assessment:

Print Appendix A.
2. Assess the EMR product's ability to meet each requirement below.
e Where the product fully meets the requirement, check “Yes” in the Assertion column

o Where the product will need to be enhanced to fully meet the requirement, check “No” in
the Assertion column

Note that the product must be enhanced for all requirements with a No assertion, prior to
certification of the EMR product.

3. Scan the completed assertion sheet, and save the scanned sheet with a filename that
uniquely identifies your EMR Product. For example, Assertion. CRQS_EMR-PRODUCT-
NAME.pdf.

4. Submit the completed Assertion document to EMR@sharedhealthmb.ca.

Table 4: Assertions

ORGANIZATION NAME

EMR PrRoDUCT NAME

ID ASSERTION
CRO002 [0 Yes [0 No
CRO03 [0 Yes [0 No
CRO021 [0 Yes [ No
eHealth_hub - Authentication Specification - AUTH-004 0 Yes [0 No
AUTHORIZED REPRESENTATIVE

Name

Title

Date

(eHealth_hub - Client Registry Query Service Interface Assessment Guide)
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REQUIREMENT

ASSESSMENT SCENARIO

Cco1

C02

Co3

Co4

C05

C06

co7

Ccos

101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

116

117

118

119

Assertion or
Verification

Total

CRO01

CR002

[N

CR003

CRO004

CRO005

CRO006

Rl |o |

CRO07

CR008

CRO009

CRO10

X |IX X X

X |IX X X

X |IX X X

X IX [X X

X IX (X X

X IX (X X

CRO11

CRO12

N |V oo|lo|lo | o

CRO13

[y

CRO14

=

CRO15

CRO16

CRO17

CRO18

o || N|O

CRO019

[y

CR020

CR021

Baseline 01-002

Total

83
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5 Appendix C: Release Notes

Version 1.0 September 6, 2018

e Initial release

Version 1.1 September 11, 2019
e Updated document theme to new organizational visual identity

¢ Updated Manitoba eHealth to Shared Health to align with new organizational structure,
including changes to the EMR Certification contact email address

Version 1.2 March 31, 2020
e Updated Related Documents:
o Added eHealth_hub — Authentication Specification
o Updated Assertions Appendix
o Added eHealth_hub - Authentication Specification - AUTH-004
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